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DETAILED ACTION 

Claims status 

1. In the preliminary amendment filed on August 26, 2006, claims 49-50 have been 
amended. Therefore, claims 1-51 are currently pending for examination. 

Drawings 

2. Figures 7A, 7B, 8 and 9 should be designated by a legend such as -Prior Art— because 
only that which is old is illustrated. See MPEP § 608.02(g). Corrected drawings in compliance 
with 37 CFR 1.121(d) are required in reply to the Office action to avoid abandonment of the 
application. The replacement sheet(s) should be labeled "Replacement Sheet" in the page header 
(as per 37 CFR 1.84(c)) so as not to obstruct any portion of the drawing figures. If the changes 
are not accepted by the examiner, the applicant will be notified and informed of any required 
corrective action in the next Office action. The objection to the drawings will not be held in 
abeyance. 

Claim Rejections - 35 USC § 112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the subject 
matter which the applicant regards as his invention. 

4. Claims 23, 29-31, 37 and 43-44 are rejected under 35 U.S.C. 1 12, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Regarding claims 23 and 37, the phrase "the like" renders the claim(s) indefinite because 
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the claim(s) incmde(s) elements not actually disclosed (those encompassed by "the like"), 
thereby rendering the scope of the claim(s) unascertainable. See MPEP § 2173.05(d). 

Claim 29 recites "encrypted information", "a reader", "an unsecured area", "an expected 
code". It is unclear they are the same or different elements from those recited in the independent 
claim 18 or not. Claim 30 is also rejected since it depends from the rejected claim 29. 

Claim 43 recites "encrypted information", "a reader", "an unsecured area", "an expected 
code". It is unclear they are the same or different elements from those recited in the independent 
claim 32 or not. Claim 44 is also rejected since it depends from the rejected claim 43. 

Claim 3 1 recites "said communications". It is unclear that it is referring to "encrypted 
communications" or "decrypted communications". For the purpose of examination , Examiner 
will assume as "said encrypted communications". 

5. Claims 24 and 38 are rejected under 35 U.S.C. 1 12, second paragraph, as being 
incomplete for omitting essential structural cooperative relationships of elements, such omission 
amounting to a gap between the necessary structural connections. See MPEP § 2172.01. The 
omitted structural cooperative relationships are: the relationship between "a master computer" 
and the reader. As the claims 24 and 38 recites "said reader is autonomous if ... a master 
computer is brought down", the relationship between the reader and the master computer is 
required. 



6. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
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basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on sale in this 
country, more than one year prior to the date of application for patent in the United States. 

7. Claims 46-51 are rejected under 35 U.S.C. 102(b) as being anticipated by Hyatt, Jr. (US 
5,319,362). 

Regarding Claim 46, Hyatt discloses a method of providing antipassback in an access 
control system, said method comprising the steps of reading antipassback information from a 
read/write smartcard (Fig. 7A and Col. 3 Lines 3 1 -40: key with memory) presented to a 
read/write reader (reader 102); checking permissions using said read/write reader; and updating 
said read/write smartcard with updated antipassback information using said reader (Fig. 4C and 
Col. 5 Lines 33-67: the key memory antipassback data is checked and writes an antipassback 
message into the antipassback memory address). 

Regarding Claim 47, Hyatt discloses a method of providing antipassback in an access 
control system, said method comprising the steps of: 

reading antipassback information from a read/write smartcard (Fig. 7A and Col. 3 Lines 31-40: 
key with memory) presented to a read/write reader (reader 102); 

determining if said antipassback information passes an integrity check based on an entry/exit 
pattern; and if the antipassback information passes the integrity check, writing updated 
antipassback information to said read/write smartcard and granting access (Fig. 4C and Col. 5 
Lines 33-67: the key memory antipassback data is checked and writes an antipassback message 
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into the antipassback memory address and access granted in step 412). 

Regarding Claim 48, Hyatt discloses the method according to claim 47 and further 
comprising the step of, if the antipassback information fails to satisfy the integrity check, 
denying access (Fig. 4C and Col. 5 Lines 33-67: the key is rejected). 

Regarding Claim 49, Hyatt discloses the method according to claim 46 and further 
discloses wherein said antipassback is able to be disabled (col. 4 Lines 64-67: antipassback 
feature can be overridden). 

Regarding Claim 50, Hyatt discloses the method according to claim 46 and further 
discloses wherein said antipassback is able to be normalized so that a cardholder may proceed 
through an antipassback area without violating antipassback rules (col. 4 Lines 64-67: 
antipassback feature can be overridden). 

Regarding Claim 51, Hyatt discloses the method according to claim 50 and further 
discloses wherein a database of readers is updated with an antipassback flag (Col. 5 Lines 33-67: 
a message is sent to the master programmer). 



Claim Rejections - 35 USC §103 

8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 102 
of this title, if the differences between the subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made to a person having ordinary skill in the art 
to which said subject matter pertains. Patentability shall not be negatived by the manner in which the invention was made. 



The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1. 148 USPO 459 
(1966) , that are applied for establishing a background for determining obviousness under 35 
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U.S.C. 103(a) are summarized as follows: (See MPEP Ch. 2141) 

a. Determining the scope and contents of the prior art; 

b. Ascertaining the differences between the prior art and the claims in issue; 

c. Resolving the level of ordinary skill in the pertinent art; and 

d. Evaluating evidence of secondary considerations for indicating obviousness or 
nonobviousness. 

9. Claims 1-4, 8-14, 18-22, 24-29, 31-36, 38-43 and 45 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Blake (Blake: WO 2004/010373) in view of Conklin (Conklin: US 
6,218,955) and further in view of Harvey et al. (Harvey: US 4,634,846). 

Regarding Claim 1, Blake discloses a relay module for connection to a door latch in a 
secure area, comprising: 

a micro-controller (Fig. 7, HSM 704 and controller 706) decrypting encrypted 
communications (Page 15, Lines 24-31: HSM 704 decrypted the encrypted message from the 
reader 702) from a reader in an unsecured area (Fig.7, reader 702 and Page 15, Lines 11-14) and 
said micro-controller actuates said door latch (Fig. 7 and Page 15, Lines 19-21: controller 706 
controls the operation of door latch 708). 

Blake further discloses the controller 706 receives the decrypted communications 
including the access number (Page 15 Lines 29-31) and determines whether the access is granted 
or not based upon the access rights obtained from the smartcard (Page 16, Lines 18-20). 

Blake does not explicitly disclose comparing the access code to an expected code or 
granting access if the comparison indicates a correct match. 

In the same field of endeavor, Conklin discloses an access control system (Fig. 1-2) 
wherein a card reader 17 receives the access code and transmits it to the lock controller 16 and 
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the microprocessor of the lock controller 16 compares the access code to the valid i.e. expected 
access codes and generates a release signal if the comparison matches (Col. 3 Lines 31-48). 

Therefore, it would have been obvious to the one of the ordinary skill in the art at the 
time of the invention was made to compare the access code received by the lock controller to the 
valid/expected code and grant the access if the comparison matches, as taught by Conklin, in the 
system of Blake, as a known implementation in the base device of the lock controller, with the 
predictable result of authentication of the received code. 

The combined embodiment of Blake and Conklin does not explicitly disclose said 
micro-controller controls the door latch via a relay switching power. However, the preceding 
limitation is known in the art of access control devices. Harvey discloses an access control 
system with card reader (abstract) having a relay that actuates the door strike 151 by switching 
power (Fig. 4 and Col. 7 Lines 28-31). 

Therefore, it would have been obvious to the one of the ordinary skill in the art at the 
time of the invention was made to provide a relay as taught by Harvey, in the combined 
embodiment of Blake and Conklin, as a known implementation in the base process of 
controlling an access door with the predictable result of allowing the entry of a user. 

Claim 8 is rejected with respect to claim 1. Even though claim 8 is a method claim, the 
combined system of Blake, Conklin and Harvey as set forth in claim 1 above discloses the 
claimed steps. 

Regarding Claim 9, the combination of Blake, Conklin and Harvey discloses the 
method of claim 8 and further discloses wherein a micro-controller implements said decrypting 
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and comparing steps (Blake: Page 15, Lines 24-31and Conklin: Col. 3 Lines 31-48: the 
combined controller implements decrypting and comparing as set forth in claim 1 above). 

Regarding Claim 10, the combination of Blake, Conklin and Harvey discloses the 
method of claim 9 and further discloses wherein a relay coupled to said micro-controller 
implements said switching step (Harvey: Fig. 4 and Col. 7 Lines 28-31). 

Regarding Claim 14, the combination of Blake, Conklin and Harvey discloses the 
method of claim 8 and further discloses the step of receiving said encrypted communications 
from said reader (Blake: Page 15, Lines 24-31). 

Regarding Claim 18, the combined system of Blake, Conklin and Harvey discloses the 
reader for determining access rights in response to presentation of a card (Fig. 8 Lines 4-20 and 
Fig. 9, smart card 920) and all other claimed limitations as set forth in claim 1 above. 

Claim 32 is rejected with respect to claim 18. Even though claim 32 is a method claim, 
the combined system of Blake, Conklin and Harvey as set forth in claim 18 above discloses the 
claimed steps. 

Regarding Claims 20 and 34, the combined system of Blake, Conklin and Harvey 

discloses the relay module of claims 18 and 32 as set forth in claims above and further discloses 

wherein said door latch is directly connected to said relay module (Harvey: Fig. 4 and Col. 7 
Lines 28-31). 

Regarding Claims 2, 11, 21 and 35, the combined system of Blake, Conklin and 
Harvey discloses the system/method of claims 1, 10, 20 and 34 as set forth in claims above but 
does not explicitly disclose wherein said relay module and said door latch are a single module. 
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However, said relay module and said door latch will perform the same functions whether 
they are a single module or two separate modules and the specification does not recite any 
particular importance of being in a single module. Therefore, it would have been obvious to the 
one of the ordinary skill in the art at the time of the invention was made to make said relay 
module and said door latch as a single module since it has been held that integration of the 
essential elements involves only a routine skill of the art. In re Lockhart, 90 USPQ 214 (CCPA 
1951). 

Regarding Claims 3 and 12, the combined system of Blake, Conklin and Harvey 

discloses the system/method of claims 1 and 9 as set forth in claims above and further discloses 
wherein said micro-controller enables said relay if the comparison indicates a correct match 
(Harvey: Fig. 4 and Col. 7 Lines 28-31 and Conklin: Col. 3 Lines 31-48). 

Regarding Claims 4 and 13, the combined system of Blake, Conklin and Harvey 

discloses the system/method of claims 3 and 12 as set forth in claims above and further discloses 
wherein if said relay is enabled, power runs through said door latch to unlock a door (Harvey: 
Fig. 4 and Col. 7 Lines 28-31). 

Claims 29 and 43 are rejected with respected to claims 1,18 and 32 above. 

Regarding Claims 19 and 33, the combined system/method of Blake, Conklin and 
Harvey discloses the access control system according to claims 18 and 32 and further discloses 
wherein said generated encrypted communications comprises an access command for said relay 
module (Conklin: Col. 3 Lines 31-48). 

Regarding Claims 22 and 36, the combined system of Blake, Conklin and Harvey 
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discloses the system/method of claims 18 and 32 and further discloses wherein said reader 
comprises logic functions and a database residing in said reader (Blake: Page 13 Linesl6-20: the 
scanned fingerprint is stored and compared in the reader 500). 

Regarding Claims 24 and 38, the combined system of Blake, Conklin and Harvey 

discloses the system/method of claims 22 and 36 and further discloses wherein said reader is 
autonomous if communications are cut or a master computer is brought down (Fig. 2-3, Fig. 8 
and Page 1 1 Lines 9-25: a computer is used for enrolment and Verification processes of Fig. 2-3 
and the reader 500 does not require the computer i.e. is autonomous for access control process in 
Fig. 8). 

Regarding Claims 25 and 39, the combined system of Blake, Conklin and Harvey 

discloses the access control system/method according to claims 18 and 32 and further discloses 
wherein said reader is a smartcard reader and said card is a smartcard (Blake: Fig. 9, 920 and 
902). 

Regarding Claims 26 and 40, the combined system of Blake, Conklin and Harvey 

discloses the access control system/method according to claims 25 and 39 and further discloses 
wherein said smartcard implements an anti-passback feature (Harvey: Col. 3 Lines 54-65). 

Regarding Claims 27 and 41, the combined system of Blake, Conklin and Harvey 

discloses the access control system/method according to claims 18 and 32 and further discloses 
wherein said reader is a biometric reader (Blake: Page 15 Lines 8-15: biometrics smartcard 
reader). 

Regarding Claims 28 and 42, the combined system of Blake, Conklin and Harvey 
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discloses the access control system/method according to claims 18 and 32 and further discloses 
wherein said relay module is a storage relay module (Blake: Page 15 Lines 8-31, HSM 704 and 
controller 706 of the module perform decryptions and communication and therefore, a storage 
memory for storing programs for decryptions and communications is necessitated). 

Regarding Claims 31 and 45, the combined system of Blake, Conklin and Harvey 

discloses the access control system/method according to claims 18 and 32 and further discloses 
wherein said communications are encrypted using 128-bit AES, 3DES, DES, or skipjack (Blake 
Page 15 Lines 15-16 and Fig. 7 and 9-10). 

10. Claims 23 and 37 are rejected under 35 U.S.C. 103(a) as being unpatentable over Blake, 
Conklin and Harvey, further in view of Hyatt. 

Regarding Claim 23 and 37, the combined system/method of Blake, Conklin and 
Harvey discloses the access control system/method according to claims 22 and 36 as set forth in 
claims above but does not explicitly disclose wherein said database holds information including 
access times, users, hot-listing, holidays, and the like. 

However, the preceding limitation is known in the art of access control systems. Hyatt 
discloses an electronic security system including a controller for controlling access to a location 
through activation of a lock mechanism in response to coded data and command instructions read 
from a key or card containing an electronic memory (abstract). Hyatt further teaches a table of 
key identification numbers valid for the specific reader and a time restriction table to determine 
whether the key is valid for particular day or time or holiday for checking restrictions (Col. 4 
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Lines 44-53). 

Therefore, it would have been obvious to the one of the ordinary skill in the art at the 
time of the invention was made to provide tables i.e. database including access times, users, hot- 
listing, holidays, as taught by Hyatt, in the combined system/method of Blake, Conklin and 
Harvey, as a known improvement in the base device of a database of an access control system 
with the predictable result of checking whether the restrictions should be applied to the user 
presenting the card/key or not. 

11. Claims 5-7, 15-17, 30 and 44 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Blake, Conklin and Harvey, further in view of Castro (Castro: US 2005/0078427). 

Regarding Claims 5, 15, 30 and 44, the combined system of Blake, Conklin and 
Harvey discloses the system/method of claims 1, 14, 29 and 43 as set forth in claims above but 
does not explicitly disclose at least one buffer coupled to said micro-controller for receiving 
communications. 

However, the preceding limitation is known in the art of data communications. Castro 
discloses a protection circuit coupled to the I/O lines for protecting a data acquisition device 
from destructive electrical conditions while keeping the output impedance of the device I/O lines 
to a minimum power dissipation (abstract and Paragraph [0016]). Castro further teaches at least 
one buffer coupled to said micro-controller for receiving communications (Fig. 3, device 300 
with I/O buffer 330). 

Therefore, it would have been obvious to the one of the ordinary skill in the art at the 
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time of the invention was made to provide a buffer circuit as taught by Castro, in the combined 
embodiment, as the motivation lies in Castro for protecting the device from destructive electrical 
conditions such as ESD, over-voltage and over current (Paragraph [0016]). 

Regarding Claims 6 and 16, the combined module/method of Blake, Conklin, Harvey 

and Castro discloses the relay module/method of claims 5 and 15 as set forth in claims above and 
further discloses wherein said at least one buffer protects said micro-controller from being 
damaged if a spike occurs in said communications between said reader and said relay module 
(Castro: Fig. 3 and Paragraph [0017]). 

Regarding Claims 7 and 17, the combined module/method of Blake, Conklin, Harvey 

and Castro discloses the relay module/method of claims 5 and 15 as set forth in claims above and 
further discloses wherein said at least one buffer rectifies any voltage level drop between said 
reader and said relay module (Fig. 3, elements 310 and 320 and Paragraph [0057-0059]). 

Conclusion 

12. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

• Blake (WO 2004/010372) discloses secure transmission systems utilizing biometric 

sensors. 

Contact Information 

13. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nay Tun whose telephone number is (571) 270-7939. The 
examiner can normally be reached on Mon-Thurs from 9:00-5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's Supervisor, 
Daniel Wu can be reached on (571) 272-2964. The fax phone number for the organization where 
this application or proceeding is assigned is 703-872-9306. Information regarding the status of 
an application may be obtained from the Patent Application Information Retrieval (PAIR) 
system. Status information for published applications may be obtained from either Private PAIR 
or Public PAIR. Status information for unpublished applications is available through Private 
PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. 
Should you have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 

/NAY TUN/ 
Examiner, Art Unit 2612 



/DANIEL WU/ 

Supervisory Patent Examiner, Art Unit 2612 



